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Issue 47 – Residual garbage

Molly White  26 Dec, 2023 
Wishing the happiest of holidays, solstice, and (impending) new year to all of you lovely folks! Here’s hoping that none of you endured any Bitcoiners trying to follow Cointelegraph’s advice on “orange-pilling” you over the holiday table.

“a festive fusion of zest and joy” indeed.
My holiday was lovely, and I’m sure you’ll all be happy to hear that Atlas was absolutely smothered in both gifts and affection.

Some of you may have already been made aware of Substack’s incredibly disappointing reply to the “Substackers Against Nazis” open letter I signed and shared recently. The TL;DR was pretty much “we think our Nazis are actually quite good for our business and so we’re keeping them, thankyouverymuch, and oh by the way it’s the people who support deplatforming Nazis who are the real Nazis here.”
It is Substack’s right as a private company to decide who they do and do not want to platform, and they seem to have made a firm choice here.
It’s also my right as a writer on their platform to decide that I don’t particularly want to hang out at a Nazi bar (or perhaps at a Nazi-tolerant banquet hall), nor do I want the money I bring in for Substack to go towards hosting swastika-emblazoned newsletters spreading racist and hateful garbage. When I decided to begin writing here, I was optimistic that Substack had learned from its past failures when it came to who was invited to the platform and who was asked to leave, and I now know that optimism was misplaced.
It is also your right as a reader on their platform to decide you don’t want 10% of the money you pay to subscribe to each of the many wonderful writers here to go towards the same. Some of you have already made that choice, as I can see from the notes that come in along with unsubscription notifications.
All of this to say: I am going to be migrating Citation Needed away from Substack shortly. The important part here is that there should be no action needed from anyone — free or paid subscribers alike — if you wish to continue with your current subscription. For paid subscribers, because you subscribe to me with a cut going to Substack (rather than to Substack, who then pays me), the subscriptions can remain even as I swap out the publishing stack.1 The only things that should change on your end are the email from which you receive the newsletters, and for paid subscribers, the description on your credit card statement (previously “Molly White Substack” or MWhiteSub, it will now be “Molly White newsletter” or MWhiteNews). 
I don’t want to make any firm promises on how quickly I will be able to make this change since I’m still ironing out the details and some key pieces are dependent on other people, but to give you a general idea of what to expect, I’m hoping to have it done by the New Year or within the first week of it. I will shout from the rooftops once it’s done via my various social media channels, I will try to send one last note through the Substack platform to let you know what email address will be sending the newsletter next so you can fish it from your spam folders if need be, and I will try to send an email to those who have unsubscribed citing Substack’s content moderation decisions in case you wish to join me in my new home.
Although it’s a huge bummer to have to spend my time doing this migration instead of on the research and writing and other various projects I have in the works, I am actually pretty excited for some non-Nazi-related changes and opportunities that will also be coming as a result of this. Silver linings! I will give more details about my new destination and setup soon, and I also plan to publish a breakdown of how I did the migration, since I know there are many people currently publishing on Substack who are looking to pull the eject lever but are trying to figure out how and where to go.
Speaking of the folks who are still publishing here, I would urge you to give them some grace. Migrating is tougher than it probably sounds, particularly for less technical folks, and in some cases it’s also likely to be an expensive2 undertaking. For some, myself included, this has become our primary source of income, which makes moving a pretty harrowing undertaking with a lot of uncertainties that could directly impact our livelihoods. For example, and to be a little vulnerable for a moment: Substack is quite good at bringing in new readers through its network effects, and I am frankly very nervous about losing that. For me, the choice is still crystal clear, but I do understand why some may not make the same decision.
Thanks in advance for your patience as I’m working on this. I’m hoping it will be a smooth transition, but I apologize if there are any bumps in the road. I figured I should give you all a heads up about what I’m doing just in case there are bumps, and also because I feel the need to explain why I’ve been a little quiet lately as I’ve been focusing on this. As always, you can leave a comment or contact me directly if you have any questions or if something seems wrong.

Now, on to the usual topics:
‘Tis the season for year-end reports, and the ones in the crypto industry are looking pretty bleak. In particular, crypto venture capital funding plummeted 68% compared to 2022, with a mere $10.7 billion invested into crypto projects this year.3 Some reports are also coming out on crypto hacks, including ones trumpeting that “hacks are down compared to last year!” However, this seems to be primarily driven by the fact that the assets that are being stolen are simply worth less than they used to be, because the total number of hacks are roughly the same as the year before . TRM Labs puts the total amount of money stolen at $1.7 billion.4 This is a bit different from my number, which has surpassed $9.5 billion, although notably mine does include losses attributable to bankruptcies and collapses rather than just hacks.
In the courts
Courts in the British Virgin Islands have issued a worldwide order to freeze $1.1 billion in assets belonging to Kyle Davies and Su Zhu, the two co-founders of Three Arrows Capital. The liquidator is working to handle more than $3 billion in outstanding claims against Three Arrows, and Davies and Zhu have been less than cooperative throughout.5
Authorities in Bulgaria have dropped charges against the founders of Nexo.6 At the time the charges were filed, Nexo made quite a lot of noise about how they were politically motivated and unfounded [Issue 17]. At least one of those things seems to have turned out to be true.
Two issues ago [I45], I wrote about how a judge in the SEC v. Debt Box case was considering sanctioning SEC attorneys for false statements they made in the process of securing an ex parte temporary restraining order against the company. In response, the SEC’s legal team submitted a document apologizing and admitting that one of them had “made a representation … that, unbeknownst to him at the time, was inaccurate” and then that they had failed to correct the error when they learned of it later on.7 It still remains to be seen whether the judge will issue any sanctions, but Debt Box has submitted a filing asking that they be allowed to make their case arguing for sanctions, as they have been “most directly and adversely affected by the actions of the SEC“.8
Sam Bankman-Fried requested his sentencing and related deadlines be delayed until after his possible second trial has concluded. Judge Kaplan denied the request on the basis that he should have made that objection at the time the sentencing date was scheduled.9 As a result, Bankman-Fried’s presentencing interview took place as originally scheduled on December 21. Presentencing interviews tend to be incredibly detailed, and the officer would have probed topics related to Bankman-Fried’s charges, but would have also asked about topics including his family background, finances, physical and mental health, and really any other facet of his life. This interview helps to inform the presentence report, which will then be presented to Judge Kaplan to consider as he determines Bankman-Fried’s eventual sentence.
In bankruptcies
Underscoring just how brutal bankruptcy proceedings can be for creditors who have money stuck in a business that’s gone under, it seems that some Mt. Gox creditors are just now beginning to receive repayments of whatever’s left of their money. The Mt. Gox bitcoin exchange filed for bankruptcy in early 2014 after being hacked, meaning it’s been just about ten years between the bankruptcy and anyone getting any money back. However, many creditors are still waiting, as it seems to be only those who have opted for fiat (rather than crypto-denominated) repayments via PayPal who are beginning to receive payments. Many, in fact, seem to have received double payments and were then asked to return the extra funds. These reports are coming from people who received payments rather than via any official announcement from the bankruptcy team, so it’s not entirely clear how the repayment plan will progress from here. However, the current deadline for repayments to be completed is October 2024.10
Meanwhile, FTX is racking up eye-popping legal bills. Documents filed in its bankruptcy proceedings have revealed that estimated fees pertaining to the bankruptcy have reached $1.45 billion.11
In government and regulators
The SEC has denied Coinbase’s July 2022 petition demanding they create bespoke (read: friendly) regulation for the cryptocurrency industry. In previous issues [I26, I27] I’ve also written about Coinbase’s mandamus petition, which asked a judge to force the SEC to reply more quickly. In a statement accompanying the decision, SEC Chairman Gary Gensler repeated his position that “existing laws and regulations already apply to the crypto securities markets”.12 Coinbase announced that same day that they would be appealing the decision to the Third Circuit.13
A crypto-focused federal superPAC called “Fairshake” has been created, and has so far received $78 million in the fourth quarter of 2023 from groups and individuals including Coinbase and its CEO Brian Armstrong, Andreessen Horowitz, Kraken, Jump Crypto, Paradigm, Ripple, and the Winklevoss twins.14 It’s already spent at least $1.2 million of that on television ads supporting pro-crypto House candidates. Many of the ads don’t actually mention crypto, instead making veiled statements that the candidates wish to “attract the jobs of the future” and “build the next generation of the internet”.15 Here I’d thought they’d ditched the whole “next generation of the internet” thing along with the “web3” buzzword, but I guess they’re running out of ways to say “crypto” without saying “crypto”. Just a thought: if your advertisement only works if viewers don’t know what’s actually being advertised to them, maybe you should reconsider whether you should be advertising that thing.
Elsewhere in crypto 
It’s been a rough few weeks for Ethereum layer-2 networks. Arbitrum suffered a more than one-hour-long outage on December 15, apparently due to a “significant surge in network traffic” caused by inscriptions, a format for NFTs that originated with the Bitcoin Ordinals project.16 Then, on December 25, zkSync went down for five hours due to a bug that triggered an “automated safety protocol” and required engineers to investigate and bring the service back online.17
Solana has been struggling to sell what by all accounts appears to be a pretty shitty cell phone that claims to be “purpose-built to power web3”. No one really wanted one until people discovered that they could make a profit off the airdrops that came with the phone, particularly the dog-inspired $BONK memecoin that has enjoyed a price surge in the past two months. Once people realized they could buy a $600 phone to end up with around $3,000 in various tokens and perks, the phone sold out. I guess even a bad phone can sell out if you pay people $2,400 to take it off your hands, but it’s a bummer that the 20,000 phones themselves will probably head straight to the landfill.18
Eyeball-scanning orb startup Worldcoin has stopped scanning eyeballs in India, Brazil, and France. This is all according to plan, they claim, stating for the first time that the roll-outs there were intended to be only for a limited time. I’m sure they just forgot to mention that earlier, and this has nothing to do with the regulatory challenges they’ve been facing.19
The Web3 is Going Just Great recap
There were 9 entries between December 15 and December 26, averaging 0.8 entries per day. $60.23 million was added to the grift counter.
Residual garbage
[link]
Attackers compromised old smart contracts from the NFT Trader peer-to-peer NFT trading application, allowing them to drain pricey NFTs from various wallets. At least 37 Bored Apes, 18 Mutant Apes, and other NFTs from collections like VeeFriends and World of Women were stolen. Altogether the NFTs were estimated to be worth $3 million, though NFT prices are tough to estimate, particularly when considering that stolen NFTs can be more challenging to resell.

All my absolute top tier apes gone (tweet)
The theft was worsened by an apparent mistake by the NFT Trader developers, who had included the Pausable module in the smart contract but then forgot to actually write a function that would have paused its operation as intended. This meant that the platform developers were helpless to stop the attack, at least until some community members came up with a clever way to stop the trading and suggested it to NFT Trader’s team.
Ultimately, one of the attackers turned out to be a copycat and self-described trash-picker who was willing to negotiate, in what most people (myself included) initially assumed was an attempt to scam victims even further.

On-chain message
However, this exploiter did ultimately return 36 Bored Apes and 18 Mutant Apes after one of the Yuga Labs co-founders agreed to pay a 120 ETH (~$260,000) “bounty”.
Anti-rug-pull bot rug pulls
[link]
The Megabot project promised traders an AI trading bot that would earn its users “up to 30% monthly”. Besides that, it promised that the bot would trade while “sidestepping potential risks such as honeypots, rugs, and slow rugs”. “No one will be able to rug you anymore,” its website boasted.

Or at least the website boasted that before it went offline, along with the project’s social media accounts, as the project itself rug-pulled. Altogether around $742,000 was stolen, mostly on the Solana network.
Everything else
 
	Barry Silbert resigns from Grayscale board [link]

	Telcoin exploited for $1.25 million [link]

	Tether mints itself a $1 billion Christmas present [link]

	Defunct BarnBridge reaches $1.7 million settlement with SEC [link]

	Qredo dumps CEO, raises emergency financing after burning through funding [link]

	New wallet drainer steals almost $60 million in 9 months [link]

	Aurory bridge hacked for over $1 million [link]


In the news
Los Angeles Times. “Column: 2023 was the year of comeuppance for billionaires, culture warriors, crypto and corporate managements“.
The LA Times linked my most recent newsletter, describing me as a “technopolis debunker”. I will be putting that on my business cards going forward.
Business Insider. “The crypto bros are coming for AI”.
I spoke to Business Insider about the strong overlap between the crypto and e/acc communities and ideologies for their recent piece about the widespread crypto “pivot to AI”.
c’t. “Interview: Molly White über die Zukunft der Blockchain-Branche” (in German)
I did an interview for the German technology magazine c’t. It’s paywalled and in German, but sharing it anyway in case that’s not a barrier to someone out there.
Worth a read
The New York Times. “This N.Y.U. Student Owns a $6 Million Crypto Mine. His Secret Is Out.”
The NYT ran a story about a wealthy 23-year-old college student who bought a cryptocurrency mine in Texas with Tether, affording him anonymity and protection from scrutiny from the authorities in either country — at least until he tried to bilk local contractors and his ownership came out in court. The NYT seems a bit overly focused on the fact that he’s Chinese — it seems to me that the real concern should just be the general lack of scrutiny afforded by these kinds of deals.
MIT Technology Review. “How 2023 marked the death of anonymity online in China”.
The MIT Technology Review has an interesting piece about real name policies, mandatory location sharing, and other measures imposed on Chinese internet users. It’s thoughtfully written, and gives a lot of food for thought when it comes to considering the pros and cons of online anonymity, and what happens to the web and the people on it when that option is no longer available.

That’s all for now, folks. Until next time,
– Molly White

1
Credit where credit is due to Substack on this one — not enough platforms enable users to do this, even though all of them should (to the extent possible).

2
I’m not expecting this will be the case for me — in fact, if all goes according to plan I should actually end up saving money in the end. But I know for some people who are just getting started, or for people with large readerships but who don’t monetize their newsletters, alternatives can be pricey. More so for those who have to outsource some of the various work that goes into migrating.
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Substackers Against Nazis

Molly White  15 Dec, 2023 
Hey all,
Some of you may know that I have had an uneasy relationship with Substack since I began publishing here. Though I feel it is by far the best option software-wise for publishing a newsletter with the option for readers to support my work financially, its past decisions on content moderation and which writers to court for its platform have not been ones I’ve agreed with.
When I decided to move to Substack, I spoke with some of Substack’s leadership and was promised that they no longer engage in the active solicitation and subsidization of anti-trans writers that provoked an outcry before I joined the platform, and was reassured.
However, it seems that Substack is failing to enforce its own content moderation policies prohibiting hate on the platform, and is instead providing services to individuals sharing blatant Nazi content. I’m joining a group of writers on this platform in calling for Substack to take action on this type of hateful, violent content — which goes far beyond merely “different viewpoints” that ought to be embraced by online publishers.
Yours,
Molly White

A collective letter to Substack leadership
Dear Chris, Hamish & Jairaj:
We’re asking a very simple question that has somehow been made complicated: Why are you platforming and monetizing Nazis? 
According to a piece written by Substack publisher Jonathan M. Katz and published by The Atlantic on November 28, this platform has a Nazi problem: 
“Some Substack newsletters by Nazis and white nationalists have thousands or tens of thousands of subscribers, making the platform a new and valuable tool for creating mailing lists for the far right. And many accept paid subscriptions through Substack, seemingly flouting terms of service that ban attempts to ‘publish content or fund initiatives that incite violence based on protected classes’...Substack, which takes a 10 percent cut of subscription revenue, makes money when readers pay for Nazi newsletters.”
As Patrick Casey, a leader of a now-defunct neo-Nazi group who is banned on nearly every other social platform except Substack, wrote on here in 2021: “I’m able to live comfortably doing something I find enjoyable and fulfilling. The cause isn’t going anywhere.” Several Nazis and white supremacists including Richard Spencer not only have paid subscriptions turned on but have received Substack “Bestseller” badges, indicating that they are making at a minimum thousands of dollars a year.
From our perspective as Substack publishers, it is unfathomable that someone with a swastika avatar, who writes about “The Jewish question,” or who promotes Great Replacement Theory, could be given the tools to succeed on your platform. And yet you’ve been unable to adequately explain your position. 
In the past you have defended your decision to platform bigotry by saying you “make decisions based on principles not PR” and “will stick to our hands-off approach to content moderation.” But there’s a difference between a hands-off approach and putting your thumb on the scale. We know you moderate some content, including spam sites and newsletters written by sex workers. Why do you choose to promote and allow the monetization of sites that traffic in white nationalism? 
Your unwillingness to play by your own rules on this issue has already led to the announced departures of several prominent Substackers, including Rusty Foster and Helena Fitzgerald. They follow previous exoduses of writers, including Substack Pro recipient Grace Lavery and Jude Ellison S. Doyle, who left with similar concerns. 
As journalist Casey Newton told his more than 166,000 Substack subscribers after Katz’s piece came out: “The correct number of newsletters using Nazi symbols that you host and profit from on your platform is zero.” 
We, your publishers, want to hear from you on the official Substack newsletter. Is platforming Nazis part of your vision of success? Let us know—from there we can each decide if this is still where we want to be.
Signed, 
Substackers Against Nazis





Issue 46 – Checkmate, crypto

Molly White  15 Dec, 2023 
In the courts
The lawsuit from the SEC against Binance’s US arm is the one outstanding complaint against the exchange, after the remainder were settled as part of an agreement announced by the Department of Justice in November [Issue 44]. Not long after that announcement, the SEC filed a “notice of supplemental authority” in their case, attaching the two plea agreements with the DOJ and the consent order from the Financial Crimes Enforcement Network (FinCEN).1 If you’re curious what’s in those filings… stay tuned. Anyway, this process is a way for the SEC to alert the court to new relevant decisions that were filed after the SEC lawsuit. Binance, of course, does not want the court considering the SEC case to take their DOJ and Treasury settlements — in which both Binance and CZ admit to serious wrongdoing — into consideration.2 Binance, meanwhile, is still trying to get the SEC case dismissed.
A long-running criminal trial in Austria took a dramatic turn when the main defendant, who had been arguing his innocence despite seemingly admitting to some portions of the crime earlier on, suddenly gave up. “I've run out of steam, I've finished driving... I plead guilty in full and ask for a lenient and speedy sentence,” he told the judge. When asked by the judge what exactly he was pleading guilty to, the defendant replied: “I don't know anything about criminal law… Based on my descriptions, Ms. Prosecutor, what would you say?” He ultimately admitted that the EXW cryptocurrency “investment fund” had been a scam from the beginning, intended to enrich him and his seven accused co-conspirators at the expense of investors. At least 40,000 victims were defrauded of more than €17.6 million (~$19.3 million), though his ex-girlfriend testified that the scammers had actually profited somewhere between €80 and 100 million ($88 and $110 million) [W3IGG].
Remember the guy who googled things like “defi hacks prosecution” and “how to prove malicious intent” and “how to stop federal government from seizing assets” after exploiting Crema Finance for almost $9 million in July 2022 [I33]? Turns out he was also behind the $3.5 million attack on Nirvana Finance that followed only a couple of weeks later [W3IGG]. He’s now admitted to both and pleaded guilty to a computer fraud charge. He will forfeit more than $12.3 million and pay $5 million in restitution, and he faces up to five years in prison.3
The cofounder of Bitzlato, who was charged by the Department of Justice with quite a flourish in January [I17], has pleaded guilty to money laundering charges. Bitzlato reportedly was a key conduit for ransomware proceeds, and processed $700 million related to the Russian Hydra darknet market. The cofounder, Anatoly Legkodymov, will shut down Bitzlato, release any claim on the $23 million or so in crypto that’s been seized, and face a prison sentence of up to five years.4 He’s currently hanging out at MDC Brooklyn, the correctional facility also currently home to Sam Bankman-Fried.
Speaking of Sam Bankman-Fried, Tiffany Fong somehow tracked down Bankman-Fried’s former cellmate, former mafia enforcer Gene Borrello, and interviewed him. According to Borrello, Bankman-Fried is residing in a unit for high-profile defendants, which has helped him avoid inmates who might try to extort him for the cash they believe he might still have stashed away. Borrello also said that Bankman-Fried genuinely didn’t seem to believe he was going to be found guilty, and that he was also convinced that at worst he would get twenty years in prison — an assumption his unit-mates tried to convince him was ill-informed. “He will be in prison for the rest of his life,” predicted Borrello.5 We’ll find out for sure in March, unless sentencing is delayed.
What is it with Stanford law professors? The guy who helped lead Bankman-Fried’s legal defense did a whole interview with Bloomberg, which seems… ethically questionable.6 David Mills said, “he may be at the very top of the list as the worst person I’ve ever seen do a cross examination“. He also told Bloomberg he believed Bankman-Fried’s “whoopsie daisy I’m a dumb boy who lost track of $8 billion” story: “I think he is innocent because he didn’t form the intent to do anything wrong.” Despite a nice quote by Bankman-Fried’s parents about Mills, Mills says “I don’t know that our friendship will survive this,” presumably referring to the trial but maybe also to his choice to ditch any appeal attempts and instead spill to journalists about the “unwinnable” trial of the “most hated man on earth [besides] Donald Trump.”
Su Zhu, one half of the duo behind the collapsed Three Arrows Capital hedge fund, faced questioning from Singaporean lawyers working to liquidate the fund and locate assets that may have been squirreled away. Creditors are owed around $3.3 billion. Zhu is stuck in jail after ignoring a court order and trying to flee the country, although he’s set to be released pretty soon.7
Montenegro’s going to be hanging on to Do Kwon a little bit longer, with the court extending his custody by two months as the country’s justice minister decides whether Kwon will be extradited to the United States or South Korea.8 The rumor is he’ll be coming to the US to be tried here, but that hasn’t been formally announced and likely won’t be until Kwon’s last-ditch appeal of the extradition decision has been decided [W3IGG].
In bankruptcies
Gemini is now estimating that customers of its Earn program could see as little as around 60% of their money back. The estimate is based on a new reorganization plan by Genesis, which was Gemini’s partner in this Earn program, and which has been target of fiery public letters and court filings from the Winklevoss twins ever since it became clear their company wouldn’t be getting their money back. However, some have noted that 60% might actually be overestimating things, because the payouts are dollar-denominated and calculated based on Bitcoin prices at the time of Genesis’s bankruptcy petition, when it was around half of today’s price. Needless to say, Gemini creditors are not thrilled, and many have urged other creditors to vote “no” on the proposal. “You stole our money. Give it ALL back, every single dollar,” wrote one Twitter user in response to Gemini’s announcement.9
Over at FTX’s bankruptcy, the judge is trying to push things along as things have gotten mired in a dispute between FTX and the IRS. The IRS says that the company owes $24 billion in unpaid taxes, making them the company’s largest creditor. The FTX estate has argued that the IRS is massively overestimating the amount owed by FTX, which they’d originally set at $43 billion. “There is simply no basis to support the IRS’s meritless claims that the Debtors owe tax in an amount that is orders of magnitude greater than any income the Debtors ever earned and that would effectively prevent most of FTX’s creditors—themselves victims of fraud—from obtaining any meaningful recovery,” they wrote in a filing. At a recent hearing, Judge John Dorsey seemed to agree with the FTX debtors that the IRS can’t just throw out a number without any justification, and scheduled a hearing for early next year to determine how much FTX actually owes so that things can get moving again.10
In government
Hamas continues to have Congresspeople really worried about cryptocurrency. Senators Mark Warner (D-VA), Mike Rounds (R-SD), Jack Reed (D-RI), and Mitt Romney (R-UT), have put forward a bill in the Senate called the Terrorist Financing Prevention Act of 2023. It would seek to broaden current sanctions on organizations that facilitate financial transactions with terrorist groups. Under the new bill, current sanctions which are mostly focused on Hezbollah would be expanded to include groups like Hamas. It includes language that would allow the restrictions to extend to “primary money laundering concerns” even if they don’t involve US bank accounts, a strategy explicitly aimed at broadening FinCEN’s authority to crack down on cryptocurrency firms.11
Another Senator, Elizabeth Warren (D-MA), has recruited a whole slew of others to back her Digital Asset Anti-Money Laundering Act, which is also focused on illicit cryptocurrency use cases including terrorist financing and ransomware. According to the senators backing the bill, it would simply “close loopholes” in existing regulations and “require cryptocurrency platforms to abide by the same anti-money-laundering rules that banks follow.”12 Among other things, the bill aims to extend the Bank Secrecy Act — the law enshrining anti-money laundering programs among financial institutions — to apply to more of the crypto world. Although it already applies to some entities, as the Binance consent order from FinCEN recently illustrated, Warren and company are hoping to broaden it to cover groups including miners and validators — something that I don’t think would be desirable or practical. You probably won’t be surprised to hear that much of the cryptocurrency industry agrees with me on this particular point, and some (such as lobbyist group Coin Center) have argued that it would be unconstitutional.13 This particular claim seems to me to be based on the idea that the Bank Secrecy Act as it currently exists is unconstitutional. In fairness, this is not an opinion unique to crypto lobbyists, but it’s also one that was addressed by the Supreme Court in 1974.
Anyway, given the gridlock in Congress around crypto, I’m not holding my breath for any new crypto legislation — good or bad — anytime soon.
Over in the CFTC, commissioners have voted to publish an apparently FTX-inspired rule to the public comment stage, which is a step along the way towards enacting it. The proposed rule would require derivatives clearing organizations to segregate customer funds from their own.14
Elsewhere in crypto
My favorite thing about Bitcoin’s Ordinals project (NFTs on the Bitcoin blockchain, essentially) is that it makes some of the Bitcoin developers steaming mad. It’s been almost a year since Ordinals were first introduced, and although they haven’t matched the mainstream hype extremes of the NFT mania a few years back, they haven’t gone away, either. Recently, the Bitcoin network has gotten so congested thanks to the data-heavy Ordinals transactions that the pool of unconfirmed transactions has grown (and, with it, transaction fees, which are today averaging around $14.23 per transaction). Some Bitcoiners think Ordinals are great, some have adopted a “live and let live” approach, and some think they’re horrible.
Luke Dashjr is a member of the latter camp, and naturally, is frothing mad again (see I20 for the first time this happened). He’s reiterated his position that Ordinals are “spam[ming] the blockchain” and are “exploiting a vulnerability in Bitcoin”, and argued that these types of transactions need to be filtered out by miners to protect the network.15 This is an argument that you’d think might be tough to square for a guy who is also ideologically behind Bitcoin for its “censorship resistance”, but he seems to have no issue with it. He has also, somehow, managed to argue that his code to allow Bitcoin miners to opt not to mine these transactions is not censorship, while code that rejects peers using this code is.16 Someone (widely assumed to be Dashjr) also submitted the “bug” that allows Ordinals to exist to the US government’s National Vulnerability Database, which records known software vulnerabilities.17 Tattling to the government to try to get your way in an argument about a software project supposedly outside the government’s control makes for pretty delicious irony.
I guess if you’re an NBA star looking to buy a mansion, you should check first that the previous tenant wasn’t the so-called “Crypto King”, who still owes victims around $40 million. Shai Gilgeous-Alexander of the Oklahoma City Thunder purchased an $8.4 million lakefront mansion in Ontario, but days after moving in, answered the door to an angry investor looking for Aiden Pleterski. When they called the police, officers told them that they’d received previous break-in reports at that address; a person in the private security field also told them that a victim of Pleterski’s fraud had threatened to burn the house down in the past. Gilgeous-Alexander ultimately was able to unwind his purchase of the home and recoup mortgage and insurance payments after a court found that the seller made a “fraudulent misrepresentation” by not disclosing that Gilgeous-Alexander could face “objectively reasonable danger generated by the repeated and ongoing visits to the property by angry creditors”. And given that one of the fraud victims previously kidnapped and beat Pleterski [I33], this really doesn’t seem like an unfounded fear.
As for the Crypto King, who is in the middle of this $40 million bankruptcy proceeding, well, he’s only been enraging said angry creditors further by posting photos on social media showing him driving luxury vehicles, spending $150,000 on Legos, livestreaming himself gambling online for hours at a time, and traveling internationally.18


Still from one of Pleterski’s gambling streams, which there apparently is an audience for???
The Web3 is Going Just Great recap
There were 17 entries between December 4 and December 14, averaging 1.5 entries per day. $1.429 billion was added to the grift counter.
Ledger reminds us how centralized defi is
[link]
Ah, decentralized finance, where one compromised library causes frantic warnings of "Do not interact with ANY d[ecentralized] Apps until further notice." Far from avoiding centralized points of failure, defi projects so widely used the Ledger Connector library to implement the wallet connection portions of their projects that an exploit caused the whole defi space to come to a screeching halt. 

(Modified from xkcd #2347)
It’s a little early to talk about losses, but an early estimate of $610,000 was actually a bit lower than I expected for such a major vulnerability — perhaps because it was noticed fairly quickly, in part helped by the attacker’s code which contained helpful variable names like DrainerPopup.
This was hardly the first incident to expose the centralization of defi. Here’s an oldie:
Still, some crypto folks seemed to grapple with the issues this incident exposed:

(Twitter)
Others, however, suggested it should be up to users to audit every project they use, including their dependency management practices. The future of finance!
Ledger later published a postmortem of the exploit, blaming it on a “former Ledger Employee [who] fell victim to a phishing attack that gained access to their NPMJS account,” which then allowed an attacker to publish a malicious version of the library. At least for me, this raised only more questions: namely, why did a former employee still have access to Ledger’s release tooling? Why was clicking a phishing link all it took to give a malicious actor full release access?
A $1.3 billion scam
[link]
The HyperVerse cryptocurrency scam has, by Chainalysis’ estimates, brought in $1.3 billion from a massive pool of victims, mainly in Australia. The worst thing is: this isn’t the scammers’ first rodeo.
In 2019, the Australian cryptocurrency exchange ACX halted withdrawals. In late 2021, ACX’s parent firm, Blockchain Global, entered liquidation with an estimated $50 million in creditor claims. The liquidator ultimately referred the firm’s leaders, Sam Lee, Zijing “Ryan” Xu, and Liang “Allan” Guo, to the Australian Securities & Investments Commission, having himself had trouble tracking them down. ASIC never took any action.
So, there was nothing stopping Lee and Xu from starting a new scheme, this time in the form of a pyramid-style “crypto investment” scheme that promised huge returns. Some individual investors put in tens or hundreds of thousands of dollars, and in some cases, it was their life savings.
HyperVerse’s website went offline in mid-2023, but the two are still involved with schemes including StableDao and We Are All Satoshi. In September 2023, the California Department of Financial Protection and Innovation described both in cease-and-desist letters as "fraudulent pyramid and Ponzi scheme[s]".
Checkmate, blockchain
[link]
After raising $12 million from various crypto-focused venture firms, Immortal Game has finally realized that “by offering large amounts of cash with no limit barrier to entry, we encouraged heavy cheating on the platform”.
Well, sheesh. Who could’ve predicted that?
They announced that they would be transitioning from a blockchain chess company to just a chess company, ending support for their “Checkmate” token and halting development on ongoing play-to-earn and NFT projects.
They did, somewhat ironically, say that they were open to using web3 technology for “anti-cheat measures”.
Everything else
 
	SafeMoon files for bankruptcy [link]

	CoinList reaches $1.2 million settlement with OFAC over Russian sanction violations [link]

	Money launderers charged over $80 million crypto romance scam [link]

	Crypto scammer suddenly pleads guilty in trial surrounding EXW fraud [link]

	Grifter-in-chief Donald Trump hawks mugshot NFTs [link]

	Fraudsters steal more than $25 million in "AI-powered" crypto ponzi [link]

	OKX DEX suffers $2.7 million hack [link]

	KuCoin fined $22 million in New York [link]

	Yearn Finance accidentally swaps its entire Ip-yCRVv2 treasury, asks nicely for the money back [link]

	Uranium Finance hacker cashes out in Magic: The Gathering cards [link]

	Do Kwon reportedly to be extradited to the United States [link]

	The AEUR stablecoin isn't [link]

	Nostr Assets gets clogged up [link]


In the news
Behind the Bastards. "Part Two: The Last Sam Bankman-Fried Episodes (secretly about Michael Lewis)" (Podcast).
Several people reached out to me to let me know that my work had been cited on the Behind the Bastards podcast about Sam Bankman-Fried! Super cool. They cited my newsletter post about the discussion of FTX’s codebase during the trial.
Cointelegraph. “Celeb NFTs and cringy ads — Analysts share their signs of a Bitcoin peak”.
Cointelegraph wanted to know what I thought were some of the “top signals” of the 2021 crypto mania — the moments where, looking back, it’s clear the bubble was way overinflated. I pointed to celebrity shilling like the incredibly awkward conversation about Bored Apes between Jimmy Fallon and Paris Hilton, and the cringy attempts by big brands to adopt the crypto lingo.

“We’re all gonna to make it”, says one multi-billion dollar corporation to the next. (Twitter)
Worth a read
404 Media. "Polish Hackers Repaired Trains the Manufacturer Artificially Bricked. Now The Train Company Is Threatening Them". (Paywalled)
404 Media has a great story about right to repair (or lack thereof) and a Polish train that was remotely disabled after its operator had an independent service provider perform regular maintenance on it. They found some hackers to re-enable their train, and now the train company is threatening to sue them, claiming the train could be unsafe.
Los Angeles Times. “The worst tech of 2023 (an anti-gift guide)“
If you’re fresh out of ideas for what not to get your Luddite friend for the holidays, Brian Merchant has you covered. He polled some great folks in the critical tech world and they came up with some good ideas, though somehow blockchains didn’t make the list. Perhaps that was more of a 2022 anti-gift.

That’s all for now, folks. Until next time,
– Molly White
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Issue 45 – I'm the director now

Molly White  5 Dec, 2023 
Exciting news! For those of you who enjoy listening to the audio versions of these newsletters and would like to be able to do so from your podcasting app of choice, I’ve put together a podcast feed. It’ll have exactly the same recordings that I attach to each newsletter post, so those of you who like listening from Substack won’t miss anything if you don’t use the feed.
I’m also working on some exciting video stuff, so if that’s something that interests you, make sure to subscribe to my channel over on YouTube so you don’t miss it. I’ll also put links in the newsletters, of course. As a part of my experimentation in the video world, I’m also on TikTok now. If you don’t like TikTok, fear not, I’ll try to crosspost videos to YouTube where reasonable. If you don’t like video in general, that’s fine too — this is all in addition to my writing, not in place of it.
One last quick plug: after a bunch of requests, Web3 is Going Just Great is now crossposting to Instagram and Threads in addition to its usual Twitter, Mastodon, and BlueSky. In the age of a million social networks, I just try to meet people where they are.

Crypto has enjoyed some more gains in recent days, with bitcoin recently breaking the $40,000 mark. Hold on to your butts, because mainstream financial news outlets are already uncritically republishing claims by crypto executives celebrating a “bull run”. In fact, CNBC seemed so eager to talk up the price movement that they even published a headline falsely suggesting that those same executives had predicted a $100,000 price in 2024.1 In reality, those predictions were coming from two different groups that also had reasons to try to pump crypto prices: a crypto firm and a bank that owns a crypto firm.
Nayib Bukele, the bitcoin-loving temporarily-not-president of El Salvador, has been taking a Twitter victory lap as he claims his massive expenditure of the country’s money on bitcoin is now finally profitable. He also promised that he would hodl, instead of — oh, I don’t know — using some of those profits for the good of the country and its people. The claimed profitability is, of course, impossible to verify, as he has not published any wallet addresses he’s used or any accounting of the purchases beyond occasional tweets. However, it seems that the graph he included along with his announcement tweet — which is from a website that estimates El Salvador’s holdings based on Bukele’s various public statements — actually had a bug that caused it to erroneously show that the country was in the black when in fact the investments are still somewhat negative overall. Now I have to wonder how much Bukele even knows about his own country’s crypto holdings, if he’s relying on the same rough estimates used by outsiders with no transparency into the country’s spending.

NayibTracker.com, which tries to estimate El Salvador’s bitcoin holdings based on public statements by Bukele
In the courts
Do Kwon, of Terra/Luna fame, will be extradited after he completes his four-month prison sentence in Montenegro for document forgery. The courts there still need to figure out which country has priority in extradition: the United States or South Korea. Kwon apparently told the court that he was willing to be extradited to South Korea, suggesting he might prefer that over the US.2
Charging Richard Heart, the founder of the Hex crypto scheme, was one thing [Issue 35]. Finding him has been another. The SEC has apparently been on the hunt for Heart since their July lawsuit, and they’ve yet to be able to serve him.3 Heart has always been cagey about his whereabouts, but is believed to be somewhere in Finland. Meanwhile, Heart’s been gloating in the third person on Twitter about charges against other crypto founders: “The list of people in jail or bankrupt that didn't like Richard Heart or the things he founded is really long.“4

The guys who pulled off the first [W3IGG] of three hacks this year against Platypus Finance have escaped criminal charges by arguing they are “whitehat” hackers who were only trying to safeguard funds that were endangered by a bug they discovered, and that they planned to return the $9 million they took — hopefully for a 10% “bounty”. A Parisian court has acquitted them, although the court did note that Platypus could go after the hackers civilly.5
More sports teams are regretting doing deals with crypto companies. Atletico Madrid is apparently gearing up to sue the WhaleFin crypto exchange for not forking over the €40 million ($44 million) they owe in sponsorship payments. WhaleFin had previously canceled a sponsorship deal with the Chelsea Football Club in December 2022, reportedly because of financial difficulties.6
Also in the sports/crypto overlap, headlines in major news outlets announced a $1 billion class action lawsuit against football star Cristiano Ronaldo for promoting Binance, with the plaintiffs saying it’s his fault they lost money in crypto after signing up to trade on the exchange. It seems unlikely to me that they’d succeed on that point, which is sort of like suing someone advertising a casino because you decided to gamble there and then lost all your money.7 Other class action lawsuits have also been filed against two promoters of FTX: Mercedes’ Formula 1 racing team and Major League Baseball. These are from the same group of plaintiffs suing people like Shaquille O’Neal and Tom Brady.8 I normally don’t talk much about class action lawsuits until they actually go somewhere, since many of them aren’t particularly fruitful, but these have gotten some press coverage.
In bankruptcies
There’s been a hiccup in the plan to restart Celsius as “NewCo”. NewCo was initially going to mine bitcoin, stake ether, and distribute shares of the new company to Celsius creditors, but the SEC has so far been unwilling to sign off on it. Celsius tried to pivot to a new plan, which would involve only bitcoin mining, but the judge has expressed concern that this is substantially different from the deal creditors approved back in November. There will be a hearing on it in December, and it’s possible that it will go back to creditors for another vote. If this falls through, Celsius will be liquidated.9
Genesis and Gemini are still at each other’s throats, and Genesis has now sued Gemini to try to claw back $689 million in “preferential transfers” in the form of loans called back by Gemini in the three months leading up to Genesis’ bankruptcy.10
A judge has okayed a $1.65 billion settlement payment by Voyager to the Federal Trade Commission (FTC),11 which it owes as a result of an October 2023 lawsuit from the FTC over repeated claims that Voyager accounts were FDIC-insured [I41].
In governments and regulators
A federal judge in Utah has demanded the SEC try to convince him not to sanction them in an ongoing case by the regulator against a crypto company called Debt Box. According to the judge, the agency made several representations while arguing for a temporary restraining order that were “false or misleading”, such as that the company had closed tens of bank accounts in recent days as part of an attempt to move assets out of reach of US authorities. However, Debt Box was able to demonstrate that this statement was false, and that some accounts had been closed long ago, or by banks rather than by Debt Box.12 Other crypto firms battling the SEC have already leapt on this order: Terraform Labs and Do Kwon have argued that it ought to be considered alongside their arguments that the SEC has been misleading,13 which are a part of a motion for summary judgment currently being considered in that case. You’d think they might wait for actual sanctions to come down, but I guess they’re on a deadline.
Coinbase has warned customers that they were subpoenaed by the Commodity Futures Trading Commission (CFTC), which is apparently investigating the Dubai-based Bybit cryptocurrency exchange. The warnings weren’t sent to all Coinbase customers, and may have been targeted specifically to Coinbase users who also used Bybit. Bybit claims not to serve US-based customers, but its halfhearted geoblocks seem to be fairly trivially circumvented.14
The Financial Stability Board (FSB), an international group that watches over the global financial system and monitors threats to its stability, has released a report on cryptocurrency firms or groups of firms that perform a variety of different functions (think the FTX group and its many legal entities, which included the FTX cryptocurrency exchange and the Alameda Research trading firm). The report mostly concluded that more research was needed, but included a rather scathing line: “Available evidence suggests that the threat to global financial stability and to the real economy from the failure of an MCI is limited at present.” Emphasis mine.15
The US Treasury has sanctioned Sinbad for tumbling hundreds of millions of dollars in cryptocurrency for the North Korean Lazarus Group.16 Sinbad was really just a reincarnation of the Blender cryptocurrency mixer, sanctioned by the Treasury in May 2022 for the same reason [W3IGG]. Although the feds seized the Sinbad domain, there’s already a mirror online. Let the mole-whacking continue.

A seizure notice now appears on Sinbad’s former website.
The Treasury has also been issuing thinly veiled warnings to Tether via remarks by Deputy Treasury Secretary Wally Adeyemo at a blockchain conference.17
I am increasingly concerned about things like dollar-based stablecoins that aren't based here in the United States, but give people the privilege and the ability to use the dollar outside of our jurisdiction… We cannot allow dollar-backed stablecoin providers outside the United States to have the privilege of using our currency without the responsibility of putting in place procedures to prevent terrorists from abusing their platform
This seems… rather pointed. Tether, the largest issuer of dollar-based stablecoins, is owned by the Hong Kong-based iFinex, and Tether Holdings Limited is registered in the British Virgin Islands. Tether has also been widely named in recent reports about cryptocurrency being used to finance terrorist groups including Hamas and its ally Palestinian Islamic Jihad.
In Binance
The now former CEO of Binance, CZ, is stuck in the United States until a judge reviews whether he ought to be allowed to return to his home in Dubai before his February 23 sentencing hearing.18 The requirement that he stay in the US was not originally a part of his bond conditions, but the Justice Department appealed that decision,19 arguing that CZ is a flight risk with few ties to the US. CZ has argued back that if he was a flight risk, he wouldn’t have voluntarily appeared in the US to enter a guilty plea in the first place.
Bloomberg has reported that attendees of a fancy dinner hosted by Binance at a conference in Singapore in September got advance notice of the more than $4 billion settlement between the company and US criminal and regulatory authorities.20
The Philippines Securities and Exchange Commission has warned citizens that it may shut Binance down in the country, where it has been operating without a license. Furthermore, its promotion of crypto trading on social media could come with criminal consequences under Philippines law, and the regulator has ordered Google and Meta to stop showing Binance ads within the Philippines.21 Binance seems to be following its usual “ask forgiveness, not permission” strategy, and has promised to come into compliance in the jurisdiction.
Elsewhere in crypto
A new Ethereum layer 2 network called Blast has recently emerged on the scene, but many people in crypto have questioned if it might be a pyramid scheme.22 Its pseudonymous founder is known for creating the successful Blur NFT marketplace, and it’s backed by the well-known crypto investment fund Paradigm, but the way it’s onboarding new users without allowing them to withdraw funds and its promises of unsustainable “exponential” yield have many eyebrows (quite reasonably) raised. Even Paradigm seems to be hedging, with a statement from a general partner disavowing Blast’s recent announcement and launch strategy. “We don’t endorse these kinds of tactics,” wrote Dan Robinson on Twitter.23
OpenSea, the once-monopolistic NFT platform, is doing so poorly that Tiger Global marked down their stake in the company by 94%. Another VC firm, Coatue, marked their OpenSea investment down by a comparable 90%. OpenSea’s $23 million Series A and $100 million Series B funding rounds were both led by Andreessen Horowitz. Tiger Global also marked down their investment in Bored Ape Yacht Club by 69%. As it happens, Andreessen Horowitz also led the $450 million seed round for Yuga Labs, the company behind Bored Apes. The Bloomberg piece about Tiger Global’s woes also mentioned that they had marked down by 45% an investment in a non-crypto firm, the AI-flavored Superhuman email app. Any guesses who led Superhuman’s $33 million Series B in 2019?
The Web3 is Going Just Great recap
There were 10 entries between November 22 and December 3, averaging 0.8 entries per day. $193.45 million was added to the grift counter.
Woes at Huobi
[link]
Huobi (now known as HTX, technically), and its related Heco Chain protocol were hacked for a combined $115 million. This was confirmed by Justin Sun, who claims to be only an “advisor” to HTX, but who is widely recognized to be its owner. This is yet another blow to Sun, whose Poloniex exchange was hacked for $120 million not even a month ago.
The large losses by Sun-affiliated companies has some speculating that Sun is making off with the money before he… I don’t know, disappears or fakes his death or something. He’s recently taken to publishing weird, uncanny valley videos of himself talking about artificial intelligence in which he resembles and sounds more like an animatronic doll than a human being, which doesn’t exactly help that particular rumor.
Blink twice if you need help. Wait, no, too many blinks!
Kyberswap hack
[link]
The KyberSwap decentralized exchange was hacked for crypto assets worth around $54.7 million, though Kyber was later able to recover around $4.7 million from front-running bot operators.
Since the theft, they’ve been communicating with the hacker, offering a 10% “bounty” if they return the funds. The attacker, apparently trolling, responded with a lengthy list of “demands” from Kyber which included “complete executive control” over KyberSwap and the “surrender of all … assets”. In exchange, they promised that the company’s executives “will be bought out of the company at a fair valuation” and “wished well in your future endeavors”.
Never a dull moment in crypto.
This amusing story also was the subject of my first ever TikTok video, if that’s up your alley:



@molly0xfff#KyberSwap was hacked for $50 million and then the hacker demanded complete control #Kyber #crypto #cryptocurrency #cryptonews #cryptok #cryptoscams #web3isgoinggreat #w3igg #greenscreen 

Tiktok failed to load.

Enable 3rd party cookies or use another browser
Everything else
 
	Users of the Safe Wallet lose cumulative $2 million to address poisoning [link]

	Florence Finance loses $1.45 million to address poisoning [link]

	DraftKings was secretly paid to run a Polygon network validator [link]

	Crypto media outlet Forkast goes bust [link]

	BitStable decides to burn most tokens after public sale goes wrong [link]

	SoFi neobank ditches crypto [link]

	Hounax crypto scam steals $19 million [link]

	Bitcoiner spends $3 million on transaction fee [link]


In the news
Big Technology Podcast. "Silicon Valley's Effective Altruist vs. Accelerationist Religious War" (Video podcast)
I joined host Alex Kantrowitz and fellow guests  and Deepa Seetharaman to talk about the effective altruist/effective accelerationist groups and their approaches to the development of artificial intelligence (which I wrote about recently, if you missed it). It was a really great conversation with really knowledgeable and thoughtful folks.
Worth a read
Emily Gorcenski. “Making God”.
If you really want to do a deep dive into the ideologies that have congealed around the artificial intelligence space recently, Emily Gorcenski’s recent blog post is an excellent read that ties in a lot of historical context and discusses the strong religious component.
Emily M. Bender
on Mastodon.
Continuing in the theme of Emilys writing about AI, linguistics professor and AI ethics powerhouse Emily M. Bender did a really great thread on Mastodon about media coverage of AI and how poor reporting contributes to the hype and marketing coming out of these companies.
The Markup. “Meet the Vietnamese Grandmother Fighting Misinformation One YouTube Video at a Time”.
After noticing a lot of pro-Trump content by Vietnamese YouTubers translating right-wing news outlets, this awesome woman started translating English language media stories for Vietnamese speakers in the United States to help ensure there was access to a broader range of viewpoints. I love stories like this, about individuals chipping away at big problems by volunteering their time to help make information available to others.

That’s all for now, folks. Until next time,
– Molly White
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